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(54) Identification card verification system and method 



(57) A self -verifying identification card having an im- 
age area which may contain a portrait, a finger print, a 
retinal image, or all of these together with an image sig- 
nature which is derived from scanned intensity meas- 
urements taken from the image area. In the verification 
process, the image is scanned and aligned with respect 
to reference points corresponding to the original printing 
process which created the card, and intensity values,- 
their averages, or any other function are compared to 
information provided by the image signature. Mathemat- 
ical transformations, such as a one-way hash, an en- 



cryption, a compression algorithm, or a truth table may 
be used to encode the image signature. Alignment 
markers aid in scanning the image and the image sig- 
nature. The use of average values aids in reducing noise 
and the use of comparison functions makes the process 
less sensitive to variations among scanners. The verifi- 
cation may be done at the point of a transaction, for a 
standalone system, or may be referred to a centralized 
data base in a networked system for further inquiry. In 
a networked system the image signature may be stored 
in the database. 
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Description 

BACKGROUND OF THE INVENTION 

Cross Reference to Related Application 

This application is related to another U. S. Patent 
Application, Serial No.08/395 ; 547 entitled 'Self-Verify- 
ing Identification Card" (Kristol 2-12), with this applica- 
tion being concurrently filed with the present application, 
having the same inventors, and being incorporated 
herein by reference. 

Field of the Invention 

This invention relates to an identification card veri- 
fication system, and in particular to one in which the 
identification card carries an image which is scanned for 
optical values which are compared to an image signa- 
ture to verify that there have been no alterations to the 
card. The verification can be made at the point of trans- 
action or by reference to a central data base. 

Description of Related Art 

The use of identification cards is proliferating in 
commercial transactions such as check cashing and 
credit cards, security applications to gain access to 
premises, licenses of various kinds, and passports, 
which may be considered one of the first uses of an iden- 
tification card. 

In structure, the cards usually contain a photograph 
of a person. Recently additional features are sometimes 
added such as a signature, fingerprint, or even the im- 
age of the person's retina. Each of these is a character- 
istic which is unique to each human being, and their ad- 
dition reflects attempts to mitigate the possibility of 
forged identification cards. As greater reliance has been 
placed upon these cards, their value to unauthorized us- 
ers and to unauthorized purveyors of false identification 
cards has also increased significantly. Counterfeiters 
routinely obtain or make passport and driver license 
blanks and affix a photograph for a small fee. 

With the increased number and variety of identifica- 
tion cards, automated methods of their manufacture 
have been developed. U.S. Pat. 4,999,065 to Wilfert de- 
scribes a method of transferring a video image of a per- 
son, signature, or fingerprint into digital form, adding da- 
ta from a keyboard, and laser printing the composite. 

U.S. Pat. 5, 1 57,424 to Craven et al. teaches a meth- 
od to superimpose a signature over a portrait wherein 
the signature is scaled in size and printed in a tone which 
is reverse to that of the portrait. So the signature would 
appear white if applied over dark hair. This is an example 
of a card which is harder to counterfeit. 

U.S. Pat. 4,737,859 to VanDaele shows a bi-level 
recording device which produces a composite half-tone 
record in which images of different subjects remain vis- 



ually distinguishable. Digital information from the two 
images is fed into an EXOR gate which drives a print 
engine to produce a composite of a portrait anc line 
work. This is quite similar to the previous patent. 
5 U. S. Pat. 5.321.751 toRayetal. describes a meth- 
od and apparatus for credit card verification wherein a 
picture accompanies an application for the card. The 
picture information is converted into a digital image 
which is stored centrally or a- the point of a transaction. 
io The digital image is also stored in a medium like a mag- 
netic stripe used by many cards or into an electronic 
storage system such as in "smart cards". At the point of 
sale the digital image of the presenter is converted to a 
video monitor display. The card administration agency 
'5 also receives a verification request together with an 
identification code provided by the presenter which se- 
lects an algorithm to translate the stored digital informa- 
tion into a video display. In this invention the photograph 
is not on the card. 
zo Accordingly, there is a need for an identification 
card verification system which accepts data from a 
broad variety of scanners. The system and the verifica- 
tion process also need to be robust, in that the verifica- 
tion should be insensitive to noise caused by imperfec- 
ts tions or dust on the card. In particular, they should be 
resistant to any attempt at tampering or counterfeiting. 

Summary of the Invention 

30 The present invention relates to a self-verifying 
identification card system and its operation, and in par- 
ticular to a system which carries information which is 
used to verify that there have been no alterations to the 
card. The verification can be made at the point of a trans- 

35 action or by reference to a central data base. 

The identification card contains an image area 
which typically contains the photographic portrait of a 
human being. However, other characteristics which are 
unique to that person may also be used : such as: a fin- 

40 gerprint, a signature, or an image of the person's retina, 
or any combination of these. The card also contains an 
image signature, which is prepared from optical values 
sampled from or about selected reference points within 
the image area. The values may be taken from gray 

45 scale, color, or they may be taken from a amthematical 
transformation, such as, a Fourier Transform. The card 
thus contains information on itself which indicates 
whether attempts have been made to substitute the im- 
age in the image area. For noise free and robust oper- 

50 ation several optical values are determined in a cluster 
around each reference point and averaged. To accom- 
modate the variations in commercial scanning devices 
which read the optical value, a functional relationship of 
the average optical value around a reference point to 

55 other optical values at reference points near the former 
one is used to create the image signature.which is pro- 
vided on the card. 

A registration feature may be designated on the 
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identification card, described above, which provides in- 
formation regarding the orientation of the card in the 
scanning device. The placement of the registration fea- 
ture, or other indicia on the card, can also provide infor- 
mation regarding the selection of a mathematical trans- 
lation function which may be used to translate the optical 
value information to an encoded format of the informa- 
tion on the card. The mathematical translation function 
may include: an encryption scheme, a one-way hash, a 
compression algorithm, or a truth table, used separately 
or in combination. These functions are weli known in the 
art of computer science. 

In one embodiment of the invention, a self-verifying 
identification card system employs a card with an image 
area and an image signature area, both being readable 
by means for scanning the information on the card, and 
. a computer which is linked to the scanner which com- 
pares the optical value information on the presented 
card to the information recorded in the image signature 
and indicates whether these data match. The image sig- 
nature is mathematically translated so that a counter- 
feiter cannot code a forged photograph since he does 
not have the secret key needed for translation The com- 
puter may also be linked to a data base which exchang- 
es information with the computer. 

In another embodiment of the invention . a network 
links scanners and a computer to a data base which con- 
tains image signatures. Optical values from the identifi- 
cation card are read by a scanner transmitted to the 
computer which calculates and image signature, and 
compares it to the image signature in the data base as- 
sociated with the card. The image signature may be 
mathematically transformed, for security, as before. 

In yet another embodiment, a self-verifying identifi- 
cation card system is described wherein the image and 
a first image signature are scanned from the identifica- 
tion card. A computer is adapted to compare the first 
image signature to a second one which it computes from 
optical values read from the card. The computer is also 
linked to a data base which contains a third image sig- 
nature. A comparison of these image signatures is made 
and the results are transmitted to indicating means. The 
image signatures may be in a mathematically trans- 
formed format, and the selection of the format may be 
determined from indicia on the card. 

In still another embodiment of the invention, a meth- 
od is described which employs the identification card de- 
fined above to verify the validity of the card. Digital in- 
formation, including optical values, reference features, 
and a first image signature is read by a scanner. A sec- 
ond image signature is computed from the optical values 
and compared to the first image signature. A successful 
match is indicated. Alphanumeric or bar code informa- 
tion may also be read from the card and compared to 
the image signature. 

In a further embodiment, an image signature is 
computed from optical values read from the image area 
of the card and a comparison is made to an image sig- 



nature stored in a data base Alphanumeric or bar code 
information may also be read from the card and com- 
pared to the image signature. 

In yet another embodiment, optical values and a 

5 first image signature are read from the identification 
card, a second image signature is computed from the 
optical values, a comparison is made of these image sig- 
natures, and the presence of a match is indicated. A 
third image signature associated with the card is re- 

10 trieved from a data base, and the firs: and third image 
signatures are compared, and a match is indicated. Al- 
phanumeric or bar code information may also be read 
from the card and compared to the image signature. At- 
tempts made to verify the card and transactions made 

7 5 after verification, may also be recorded. 

These and other features and advantages of the in- 
vention will be better understood with consideration of 
the following detailed description of the preferred em- 
bodiments taken in conjunction with the accompanying 

20 drawings. 

Brief Description of the Drawings 

FIG. 1 A : is a front view of a self-verifying identifica- 
25 tion card: 

FIG. 1B shows a coordinate system for reference 

points within one area of the card; 

FIG . 1 C shows a cluster of pixels which are sampled 

around a reference point; 
30 FIG 1D shows nearest neighbor reference points 

surrounding a reference point: 

FIG. 1 E shows another embodiment of the identifi- 
cation card: 

FIG. 2 is a block diagram of components for a self- 
35 verifying identification card system; 

FIG. 3 shows a network for verifying an identifica- 
tion card: and 

FIG. 4 shows a network utilizing a self-verifying 
identification card. 

40 

The drawings are not to scale. 
Detailed Description of the Preferred Embodiments 

<*5 Referring now to FIG. 1 A, there is shown apparatus 
100 which is an identification card having an image area 
30 occupying a portion of the card. Also provided on the 
card is an area 50 containing an image signalure 51. 
The remaining area of the caVd may be used for aipha- 

so numeric text which describes the issuer, type, and pur- 
pose of the card, together with any state seal or corpo- 
rate logo. The image area typically contains a photo- 
graphic portrait of a human being, but it could also con- 
tain a fingerprint, a signature, the image of the human's 

55 retina, or any combination of these. The image area is 
mathematically divided into a matrix of reference points 
which are more clearly shown in FIG. 1B The matrix is 
constructed with a series of parallel horizontal and ver- 
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tical lines labeled 1, 2. etc. in each direction. The inter- 
section of the first horizontal and first vertical line deter- 
mining reference point (1.1 ), and so on. To prepare the 
card, an image of a portrait, signature, fingerprint, or ret- 
inal image which is to be printed within the image area s 
is scanned by devices which are well known in the art 
such as a Hewlet-Packard Scanjet or Logitech Scanner. 
These devices can read both the optical values in the 
image area and the characters or bar code in the image 
signature. A typical scanning resolution is 300 dots per io 
inch (dpi) which is also typical of laser printer output. 
Each of the 300 dots being defined as a pixel. The op- 
tical value of whatever image is scanned is taken at each 
reference point, and commercial scanners provide gray 
scale or color values ranging from 0 to 250 in arbitrary is 
units. To provide a more robust system which is less 
sensitive to noise which is created by dust or bubbles 
which can occur on the card.or by noise in the scanning 
device, an array of optical values about each reference 
point may be taken and the values averaged to repre- 20 
sent the optical value at the reference point. One such 
scheme is shown in FIG. 1C : where a 5 X 5 array is se- 
lected about reference point (2.2). Each of the dots be- 
ing about 0.0033 inches in diameter for 300 dpi resolu- 
tion. Reference point (2,2) may be separated from its 2s 
nearest neighbors (1,2), (2 ; 3), (3,2) s and (2,1) by 0.1 
inch or any other distance determined by the algorithm 
selecting the reference points. The nearest neighbors 
are indicated in FIG. ID. 

To accommodate the different gain characteristics 30 
of various printer models, experience has shown that a 
functional relationship describing the optical value at a 
reference point (or its average value as determined from 
an array such as shown in FIG. 1C) compared to other 
optical values in the image area, provides a value which 35 
is a more reliable and reproducible indicator of the op- 
tical value at the reference point. The functional relation- 
ship may be derived from any truth table which relates 
the optical value to others in the image area. It may also 
be the ratio of the value at a point to others in the image 40 
area. In a preferred embodiment, the optical value at a 
reference point is quantified into a three level function 
wherein optical values greater than, equal to, or less 
than surrounding optical values are ascribed values of 
"1", "0.5", or "0", respectively. The process is repeated *s 
for each reference point, and the series of values be- 
comes the image signature which is imprinted on the 
card combined with any other information the card issu- 
er wants. The information may further describe the card- 
holder and add items such as citizenship, corporate per- so 
mission codes, health profiles, or financial details. This 
information may be in encrypted format anywhere on the 
card, but in a preferred embodiment it is placed within 
a specified area, such as area 50. 

In FIG. 1 E, registration features 40 may be used to ss 
determine the orientation, location, and scale of the card 
as it is inserted into a commercial scanner. They are 
shown as round dots approximately 0.1 inches in diam- 
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eter which are easily recognized by the aigo-itnm 
searching the digital information from the scanner Pref- 
erably the alignment features are placed away from any 
axis of symmetry so that the orientation of the card is 
unmistakable. Other indicia 41 and 42 may also be add- 
ed to the card and their length may indicate a different 
encryption scheme for each card, to add another level 
of security. The perimeter of the image area may also 
serve as a registration feature to orient and scale the 
card, and any alphanumeric character on the card, such 
as a particular letter in a person's name may be used 
as an indicator of a particular encryption function. 

The result is a card which is self-verifying because 
any tampering with the image in the image area cannot 
correspond to the image signature containing optical 
values of the original image. By using the average of 
optical values of a cluster of pixels around each refer- 
ence point, noise caused by dust or imperfections in the 
card or the scanner is reduced to provide a robust and 
reliable verification. By using a functional relationship 10 
describe the optical value at one reference point com- 
pared with others in the image area, the card becomes 
less sensitive to the characteristics of commercial scan- 
ners. 

Referring now to FIG. 2, there is shown system 200 
in accordance with another embodiment of the inven- 
tion. Identification card 100, described above, is shown 
partially insened into scanning means 210. Commercial 
scanners operate by raster scanning every pixel on the 
card with resolutions that are adjustable from 100 dpi to 
600 dpi. A resolution of 200 dpi to 300 dpi is preferred 
in this application. Scanning means 210 could also be 
a scanner developed for this application wherein the 
whole card is not scanned at high resolution, but only 
areas around the reference points, the image signature, 
and the alignment features are scanned at high resolu- 
tion under computer control. Preferential scanning, as 
described : would enhance throughput. 

The optical values are communicated to computing 
means 220 which contains an algorithm or a set of al- 
gorithms which operate on the optical value at each ref- 
erence point in the image area of the card, the average 
of a cluster of readings around the reference point, or 
the three-level lunction of the average optical value 
around the reference point compared to the same val- 
ues of nearby neighbors. Computing means 220 com- 
pares whatever optical value is associated with each ref- 
erence point to the image signature read from the iden- 
tification card. If a match is determined, the card is ver- 
ified and the computer sends a signal to indicating 
means 222, which may be a screen display, a simple 
light, or a tone. Similarly, a rejection signal is sent if no 
match is found. 

Since the card is self-verifying, a standalone em- 
bodiment of the invention needs only an identification 
card with an image area and image signature, a scanner 
which reads the optical value of a gray scale or color 
image in at least one position in the image area and 
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which reaas the information in the image signature 
computing means which compares these data, and in- 
dicating means which report the result. 

Clearly, one or more standalone embodiments may 
be linked to a network having additional computing 
means, algorithms, and data bases which can perform 
the functions of verification, as above, or provide addi- 
tional verification or more extensive functions relating to 
a transaction at tne point of scanning. The distribution 
of these functions around the network may be optimized 
for increased speed, lower cost, or to match preexisting 
functions, which is common to the design of local and 
wide-area network installations. 

The verification process may be recorded in data 
base 230, and where a match is found further exchang- 
es between the data base and the computer are ena- 
bled. Computing means 220 may also have input means 
224 which may enter details of a transaction such as a 
charge for a sale. Where the card is not verified, the ex- 
istence of a defective card may also be recorded. Input 
means 224 may be an input from a cash register bar 
code reader or similar device, or a typical keyboard. 

Referring now to FIG. 3, there is shown a network 
to verify an identification card. Identification card 302 
comprises an image area 330 displaying a characteristic 
which is unique to each human being, such as. a portrait, 
a signature, a fingerprint, or a retinal image, used sin- 
gularly or in combination, together with alphanumeric or 
bar code information which is also imprinted upon the 
identification card by the issuer which further describes 
characteristics such as height, weight, age, account 
number and the like. 

A series of scanning means 31 0 are adapted to read 
optical values and alphanumeric or bar code information 
from the identification card. These scanners may be 
commercial scanners such as a Hewlet-Packard Scan- 
jet, or a Logitech Scanner, or they may be specifically 
developed for this application as described in the dis- 
cussion of FIG. 2. Each scanner is linked via a network 
to computing means 320 which contains an algorithm 
which operates upon the optical values from the image 
area read by the scanner and compares these data to 
an image signature, associated with the identification 
card, which is stored in data base 330. The steps to cre- 
ate the image signature have been discussed in the de- 
scription of FIG. 2 and are incorporated here. The image 
signature may also be in a mathematically translated 
format, also described before, and indicia on the card 
may also indicate the kind of translation which links op- 
tical values to the image signature. Computing means 
320 sends a signal through the network to indicating 
means 322 which provides the result of the comparison. 
Indicating moans 322 may be a screen, a light, or a tone 
generator. 

Referring now to FIG. 4, there is shown a self-veri- 
fying identification card system which is in accordance 
with another embodiment of the invention. In this case, 
the identification card 100 has been prepared according 
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to the description provided for FIG. 1 A to FIG IE A first 
image signature is on the care A series cf scanning 
means 310 are as described for FIG. 3. The scanners 
are linked to computing means 420 comprising input 
s means 424 and indicating means 422. The computing 
means may be hare-wired or programmaole and the in- 
put means may be keys, a bar code reader, or a cash 
register Data base 430 contains a second image s'gna- 
ture which is associated with the identification card and 

to which was prepared from optica! values associatec with 
at least one reference point in the image area. Network 
450, which may also contain additional computing 
means, provides bidirectional access to the data case 
and all the computing means 420. The computing 

J 5 means contain an algorithm which compares optical val- 
ues determined by the scanning means to the first image 
signature on the card and the second image signature 
stored in the data base. The image area of the card may 
contain a portrait, a signature, a fingerprint or a retinal 

20 image, used singly or in combination. The image signa- 
ture may be derived from average optical values around 
a reference point, and a function which may be a three- 
level function, a ratio, or one derived from a truth table 
as described before. The image signature may also be 

2S in a mathematically translated format, such as, a one- 
way hash function, an encryption scheme, a compres- 
sion algorithm, or a truth table, used separately or in 
combination. These functions are well known in compu- 
ter science The selection of the format may be deter- 

30 mined by indicia on the card for an added level of secu- 
rity. 

The invention also includes a method of verifying 
an identification card which comprises an image area 
and a first image signature which is derived from optical 

35 values from within the image area. In this embodiment, 
the card is scanned to obtain digital information which 
is entered into computing means, which computes the 
digital information regarding the optical values at select- 
ed reference points within the image area to get a sec- 

40 ond image signature which compared to digital informa- 
tion from the image signature. The discussion above re- 
garding the preparation of the image signature and its 
mathematical translations is repeated here. Other steps 
in the verification process may include reading atphanu- 

45 meric or bar code information from the identification 
card, comparing this to information within the image sig- 
nature, and indicating whether these data match. 

Another embodiment of the invention is a method 
of verifying an identification card comprising an image 

50 area having an image of a human characteristic, one or 
more reference points within the image area, and at 
least one registration feature which is adapted to deter- 
mine the orientation and scale of the identification card, 
where the steps are: scanning the identification card to 

55 obtain digital information, computing a first image sig- 
nature from an optical value associated with each refer- 
ence point, comparing the first image signature to a sec- 
ond image signature which is stored in a data base, and 
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indicating whether the first image signature matches the 
second image signature. Additional steps may inciude 
reading alphanumeric information from the identification 
card, comparing this information to information stored 
within the data base, and. indicating whether the alpha- 
numeric information read from the card matches infor- 
mation from within the data base. The creation of the 
image signature and the functions which may mathe- 
matically transform it have been described and are in- 
corporated here. 

A further embodiment is a method of verifying an 
identification card comprising an image area having an 
image of a human characteristic, one or more reference 
points within the image area : at least one registration 
feature which is adapted to determine the orientation 
and scale of the identification card, and a first image sig- 
nature derived from optical values associated with each 
reference point. The steps include: scanning the identi- 
fication card to obtain digital information, computing a 
second image signature from the digital informalion as- 
sociated with at least one optical value about at least 
one reference point, comparing the computed second 
image signature to the first image signature which was 
scanned from the identification card, indicating whether 
the first image signature matches the second image sig- 
nature, retrieving a third image signature associated 
with the identification card from a data base, comparing 
the first image signature to the third image signature, 
and indicating whether the first image signature match- 
es the third image signature. Additional steps may in- 
clude reading alphanumeric information from the iden- 
tification card, comparing this information to information 
stored within the data base, and, indicating whether the 
alphanumeric information read from the card matches 
information from within the data base. The creation of 
the image signature and the functions which may math- 
ematically transform it have been described and are in- 
corporated here. 

Further steps may include recording information re- 
garding attempts to verify the information card and re- 
cording transactions made after the identification card 
is verified. 

The previously described embodiments of the in- 
vention provide advantages including methods and net- 
works wherein an identification card is accepted by a 
broad variety of scanners and one which is compatible 
with a many picture based identification cards as they 
are renewed. The card and the verification process are 
insensitive to noise. The various functions which create 
the image signature and the mathematical transforma- 
tions though which the image signature is recorded 
make the network and process resistant to tampering or 
counterfeiting. 

Changes and modifications in the specifically de- 
scribed embodiments can be carried out without depart- 
ing from the scope of the invention. In particular, the 
number and location of the reference points within the 
image area can be varied without departing from the 



spirit of the invention and the number of pixels used in 
determining an average optical value around each ref- 
erence point can be varied. The placement of data stor- 
age and computing means around the network may be 
varied to optimize the parameters of the network 



Claims 

to 1. a self-verifying identification card system compris- 
ing: 

an identification card having an image area and 
an image signature; 

15 means for scanning the identification card 

adapted to detect the optical values associated 
with at least one reference point in the image 
area and to read the information provided by 
the image signature: and 

20 means lor computing, containing an algorithm 

and linked to the scanning means, being adapt- 
ed tocompare optical values determined by the 
scanning means from the image area to infor- 
mation from the image signature on the card 

25 and to indicate the result of the comparison. 

2. The identification card of claim 1 wherein the image 
area contains an image of a characteristic which is 
unique to each human being. 

30 

3. The identification card of claim 1 wherein the image 
signature is derived from an optical value associat- 
ed with at least one reference point within the image 
area. 

35 

4. The self-verifying identification card of claim 3 
wherein the average of a group of optical values at 
points located near a reference point defines the op- 
tical value at that reference point which is used to 

40 derive the image signature. 

5. The self-verifying identification card of claim 4 
wherein the image signature is in a mathematically 
transformed format upon the identification card. 

45 

6. The self-verifying identification card of claim 5 
wherein mathematical transformation function is 
determined from indicia on the card. 

50 7. The self-verifying identification card of claim 1 fur- 
ther comprising means for indicating the result of 
the comparison of the image signature to optical 
values from the image area. 

55 8. The self-verifying identification card of claim 1 fur- 
ther comprising a registration feature which is an 
edge of the image area. 
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9. The self-verifying identification card of claim 1 
wherein the image signature comprises optical val- 
ues from the image area and data selected by the 
issuer of tne card. 

10. The self -verifying identification card of claim I fur- 
ther comprising a data base adapted to exchange 
information with one or more computing means. 

11. An identification card verification system compris- 
ing* 
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an identification card having an image area 
comprising a portrait of a human being, one or 
more reference points within the image area, is 
an d at leasi one registration feature which is 
adapted to determine the orientation, location 
and scale of the identification card; 
an image signature which contains information 
derived from optical values associated with 20 
each reference point. 

one or more means for scanning the identifica- 
tion card adapted to detect the optical values 
associated with at least one reference point in 
the image area; 2s 
one or more means for computing, containing 
an algorithm and linked to the scanning means ; 
being adapted to compare optical values deter- 
mined by the scanning means from the image 
area on the card to information from the image 30 
signature; 

a data base adapted to store the image signa- 
ture and exchange information with one or 
more computing means; and 
means for indicating the result of the compari- 35 
son; 

whereby the scanning means feeds data into 
the computing means, which provides an indi- 
cation as to whether optical value data match 
the image signature to the indicating means. 40 

12. A self-verifying identification card system compris- 
ing: 

an identification card having an image area *s 
comprising a portrait of a human being, one or 
more reference points within the image area, 
and at least one registration feature which is 
adapted to determine the orientation, location 
and scale of the identification card, and a first so 
image signature which contains information de- 
rived from optical values associated with each 
reference point, 

one or more means for scanning the identifica- 
tion card adapted to detect the optical values ss 
associated with at least one reference point in 
the image area and to read the first image sig- 
nature; 



a data base containing a seconc image signa- 
ture derived from optical values associated with 
at least one reference point in the image area, 
being adapted to exchange information with 
one or more computing means: 
one or more means for computing, containing 
an algorithm and linked to the scanning means, 
being adapted to compare optical values deter- 
mined by the scanning means from the image 
area on the card to information from the first im- 
age signature and to compare said optical val- 
ues to the second image signature: and 
means for indicating the result of the compari- 
sons: 

whereby the scanning means feeds data into 
the computing means, which provides an indi- 
cation as to whether optical value data match 
the information in first image signature, and 
whether optical value data matcn the informa- 
tion in the second image signature. 

13. The invention of claim 11 or 12 wherein the image 
area contains a fingerprint. 

14. The invention of claim 11 or 12 wherein the image 
area contains a signature. 

15. The invention of claim 11 or 12 wherein the image 
area contains a retinal image. 

16. The invention of claim 11 or 12 wherein the average 
of a group of optica! values at points located near a 
reference point defines the optica! value at that ref- 
erence point which is used to derive the image sig- 
nature. 

17. The invention of claim 16 wherein the image signa- 
ture is in a mathematically translated format. 

18. The invention of claim 17 wherein the mathemati- 
cally translated format is determined from indicia on 
the card. 

1 9. A method of verifying an identification card compris- 
ing an image area having an image of a human 
characteristic, one or more reference points within 
the image area, at least one registration feature 
which is adapted to determine the orientation, loca- 
tion and scale of the identification card, and a first 
image signature which is derived from optical val- 
ues associated with a reference point, the steps 
comprising: 

scanning the identification card for obtaining 
digital information: 

computing a second image signature from the 
digital information associated with at least one 
optical value about at least one reference point; 
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comparing the computed second image signa- 
ture to the first image signature which was 
scanned from the identification card: and 
indicating whether the first image signature 
matches the second image signature. 5 

20. The method of claim 1 9 further comprising the steps 
of: 



mg: 



reading alphanumeric information from the io 
identification card: 

comparing said information to information with- 
in the image signature: and 
indicating whether the alphanumeric informa- 
tion read from the card matches information is 
from within the image signature. 

21 . A method of verifying an identification card compris- 
ing an image area having an image of a human 
characteristic, one or more reference points within 20 
the image area, and at least one registration feature 
which is adapted to determine the orientation, loca- 
tion and scale of the identification card, the steps 
comprising: 

25 

scanning the identification card for obtaining 
digital information; 

computing a first image signature from an opti- 
cal value associated with each reference point: 
comparing the first image signature to a second 30 
image signature which is stored in a data base; 
and 

indicating whether the first image signature 
matches the second image signature. 

35 

22. The method of claim 21 further comprising the steps 
of: 

reading alphanumeric information from the 
identification card; 40 
comparing said information to information 
stored within the data base; and 
indicating whether the alphanumeric informa- 
tion read from the card matches information 
from within the data base. 45 

23. The method of claim 1 9 or 21 wherein an image sig- 
nature is derived from the average of a group of op- 
tical values around a reference point. 

so 

24. A method of verifying an identification card compris- 
ing an image area having an image of a human 
characteristic, one or more reference points within 
the image area, at least one registration feature 
which is adapted to determine the orientation, loca- ss 
tion and scale of the identification card, and a first 
image signature derived from optical values asso- 
ciated with each reference point, the steps compris- 



scanning the identification card for ootaining 
digital information: 

computing a second image signatu r e from the 
digital information associated with at leas: one 
optical value about at least one reference point; 
comparing the computed second image signa- 
ture to the first image signature which was 
scanned from the identification card: 
indicating whether the first image signature 
matches the second image signature: 
retrieving a third image signature associated 
with the identification card from a data base: 
comparing the first image signature to the third 
image signature: and 

indicating whether the first image signature 
matches the third image signature. 

25. The method ol claim 24 wherein the image signa- 
tures are derived from the average of a group of op- 
tical values around a reference point. 

26. The invention of claim 4, 11, 12, 19. 21 or 24 wherein 
the image signature is derived from a function relat- 
ing the optical value at a reference point to other 
optical values within the image area. 

27. The invention of claim 26 wherein the function is a 
three-level function. 

28. The invention of claim 26 wherein the function is a 
ratio. 

29. The invention of claim 26 wherein the function is de- 
rived from a truth table. 

30. The method of claim 24 further comprising the steps 
of: 

reading alphanumeric information from the 
identification card; 

comparing said information to information with- 
in the first image signature; 
comparing said information to a third image sig- 
nature stored in a data base: and 
indicating whether the alphanumeric informa- 
tion read from the card matches information 
from within the first image signature and within 
the third image signature. 

31. The method of claim 24 further comprising record- 
ing information regarding attempts to verify the in- 
formation card. 

32. The method of claim 24 further comprising record- 
ing transactions made after the identification card 
is verified. 
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(54) Identification card verification system and method 



(57) A self-verifying identification card having an im- 
age area which may contain a portrait, a finger print, a 
retinal image, or all of these together with an image sig- 
nature which is derived from scanned intensity meas- 
urements taken from the image area. In the verification 
process, the image is scanned and aligned with respect 
to reference points corresponding to the original printing 
process which created the card, and intensity values, 
their averages, or any other function are compared to 
information provided by the image signature. Mathemat- 
ical transformations, such as a one-way hash, an en- 



cryption, a compression algorithm, or a truth table may 
be used to encode the image signature. Alignment 
markers aid in scanning the image and the image sig- 
nature. The use of average values aids in reducing noise 
and the use of comparison functions makes the process 
less sensitive to variations among scanners. The verifi- 
cation may be done at the point of a transaction, for a 
standalone system, or may be referred to a centralized 
data base in a networked system for further inquiry. In 
a networked system the image signature may be stored 
in the database. 
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